Welcome to the first newsletter for 2009. In view of the global financial meltdown, we fervently hope
that all our clients and readers have a prosperous and happy New Year.

Interestingly for R2A, 2009 has commenced with two project due diligence studies (consistent with the
ideas described over) and water industry availability profiling studies in Victoria and Queensland (de-
scribed in the Spring 2007 Newsletter, available on the R2A website, www.r2a.com.au).

SIL Allocation for Tunnel Emergency Systems in Australian Jurisdictions

The application of Safety Integrity Levels (SIL) pursuant to IEC (AS) 61508 to emergency systems
has been proceeding apace in Australia, notably in tunnel design. This has created confusion and
consternation in some places. The method outlined below has been used efficiently and successfully
to allocate SIL requirements for emergency systems in several tunnels in Australian jurisdictions.
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Inter alia, the process specifically rejects the risk target approach suggested by 61508 in favour of the
common law requirement that all reasonable practicable precautions be demonstrated based on the
balance of the significance of the risk vs the effort required to reduce it.

R2A typically uses the following process to determine the required safety allocation of E/E/PE (elec-
tronic and/or electrical and/or programable electronic) SIL. The process involves the following tasks
and follows a top down OVO model concept:

« Establish All Credible, Critical Threat/Hazard Scenarios using functional and zonal vulnerability
assessments

» Develop Threat Barrier Sequences (sometimes known as bow-tie diagrams)

+ Determine of Barrier SILs (an R2A term used to describe the overall effectiveness of each barrier).

NB: It is always invariably less expensive to have a number of low reliability, genuinely inde-
WWW. r20.(0m.u u pendent barri)érs than to )k/lave onep()gold plated® barrier. 9 g

+ E/E/PE SIL Determination and Allocation (if required).
NB: There is no point in having an E/E/PE SIL more reliable than that to which the individual bar-
rier is constrained by, for example, the reliability of the mechanical aspects of the barrier.

» E/E/PE SIL Hazard Control System Failure Analysis

+ Review Sign-off
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P: +613 8631 3400
F: +613 9670 6360 The due diligence approach described here has been used for SIL allocation for emergency
systems for tunnels in NSW and Queensland to the satisfaction of the relevant responsible
also in Perth & Wellington authorities and clients. This approach for tunnel design has also been tested with legal

counsel in both these jurisdictions and in Singapore and has been found to be sound.

This due diligence process specifically rejects the target level of risk approach to SIL alloca-
tion described in 61508 and therefore SIL allocation based on this concept is not expected to
survive post-event legal scrutiny. Presumably this concern would extend to at least all the

) major common law jurisdictions including Canada, Ireland, New Zealand, Singapore, the
the.editor@r2a.com.au United Kingdom and the United States.
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Tender Bid Due Diligence Reviews

R2A has recently been involved in a number of assignments concerning tenders. The interesting part is that each of the
proponents undertake due diligence reviews from their own perspectives to minimise risk and liabilities to themselves.
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As has been discussed in previous newslet-
ters, projects conceptually have an interest-
ing risk profile. They assume an upside risk
position for the project. Risk assessments
then generally focus on issues that have the
potential to prevent those specified benefits
being achieved. Thatis, it is a downside risk
assessment process from an assumed up-
side risk position and can be represented by
the third graph. Some market or business
risk techniques can also be laid over the top
to tweak the upside benefits often in terms of
cost savings.

The proponent letting the tender wants to ensure that all credible potential vulnerabilities have been identified and credible
potential Oshow stoppers® mitigated prior to the tender and subsequent contract being let. It is important that both ultimate
project performance and delivery aspects be considered during the process. A top down process identifies the key areas of
concern and where mitigation effort is required. It also identifies responsibility for various issues and issues that need spe-

cial contract conditions.

A cost of risk associated with the pro-
ject can then be estimated given the
on-going mitigation efforts of the pro-
ject team prior to tender. This esti-
mate can be taken into account as a
contingency sum for the project value.

The tenderer on the other hand has a
different set of risk tasks, which can

be represented by the augmented

Strengths, Weaknesses, Opportunities

and Threats (SWOT) diagram adja-
cent. Firstly, the tenderer has to en-
sure there are no credible critical vul-
nerabilities to the bid. The main focus
is on delivery of the project but it is
important if possible to identify the
critical success factors for project per-
formance and keep these in mind.
The second task is a strength as-
sessment to determine the opportuni-

2009 Courses

Richard Robinson continues to pre-
sent the Risk & Liability Management
(Engineering Due Diligence) two-day
short course for Engineering Educa-
tion Australia in 2009. Scheduled
dates for 2009 courses are as follows:
Melbourne: 7-8 May, 17-18 Sept;
Perth:  23-24 June, 18-19 Nov;
Sydney: 25-26 March, 26-27 August;
Brisbane: 27-28 May, 21-22 October
Adelaide: 4-5 August;

Canberra: 16-17 June.

See the EEA website at

www.eeaust.com.au for further details
and registration.
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Engineers Australia

In 2008, R2A Director, Gaye Francis,

participated in Engineers Australia
Emerging Leaders Pilot Program.

The purpose of the program was to
provide a platform for potential young
engineering leaders to develop both
personally and professionally whilst
also contributing to the engineering

profession in Victoria by learning

Richard Robinson was invited to ad-
dress the group. He provided an in-
sight into his own leadership journey,
future issues potentially impacting the
engineering profession and the skills
and experiences required by emerg-
ing leaders.

The program concluded with a final
session in December with presenta-
tions from the Victorian Treasurer
John Lenders and Engineers Austra-
lia CEO Peter Taylor.

Risk & Reliability - An Introductory
Text revised 7th edition (September
2008) is available for purchase for
$100 plus GST plus postage & han-
dling.

about the various engineering sectors
and establish contacts and networks
across the profession.

To order a copy contact

publications@r2a.com.au.
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